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Overview

 Word Wide Web
* Dark Web

* Cyber Security in a Cooperative

* GEhTohRT HHORIEEeRT AT AT3e GLET Hafeht
* AT T yHTfisRer TRat (Account & Authentication Security)

o fgfSTeat ot T amTSTes Fesiter ¥=iaT (Scams & Social Media Awareness)

* 3UHLT T 2ok Gl (Device & Network Security)

* MY T HEITTT =R (Privacy & Institutional Practices)

* T1eAT SEeTA T H=iaT (Incident Response & Awareness)




Word Wide Web &L
(Www)

Surface Web (Public - News Sites
No need of username/password

Deep Web (Secured - eBanking)
Username & Password 1s requiréd ™~

Dark Web (Hidden — Malware Service)
Special Browsers or Applications are needed

Source: https://us.norton.com/blog/privacy-tips/deep-web-vs-dark-web
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Surface web (5%-10%)

* Find information easily
e Connect on social media
* Shop online

Deep web (90%-95%)

e Send and receive emails
 Log into bank accounts
* Access subscriptions

Dark web (.01%)

* Access censored news
e Communicate anonymously
e Consume niche or illegal content




Dark Web

* gk 99 (Dark Web) sretdest tser awat dehert W &t st Google, Bing a1 Yahoo
WW@WWQﬁWl

&0 U @icka cop

* JHATS QI AT o=y "9z a1 Ui TIehl STTE9IehdT 9as T I8 TATehdiehl UTE=T T AAlohE- TS
qv‘riatrmrhtqrr@ |

* Tk ookl THEY ARNTCl @ 4, @ shal T Sded YRRl W 3t THHE 9 HO ToeTes

(counterproductive) T GatdTeh T I |
* What do we get in a Dark Web?

Black Market Place (FTall sI9TRY),

Whistle Blowing Sites (T =T ST{eX <1 HI5e®)

Counterfeit Document in Sale (Faheil TSI forshiT)

Counterfeit Money in Sale (Fa@hait Are fsrshimT)

Stolen Data in Sale (Sfteant grer fsshimn) [like PII, passwords, credit card details]
Illegal Drugs & Human Trafficking (319 R[3{ISY T A si=fore)
Malware-As-A-Service (ATceRR-Tah-HITh-&THT)

Hacking Forums with Data Theft Details (12T ST fIaiUEE WUHT TR HRUTE)

Dark Web Data Pricing

* Nepali Banks’ Data Found in Dark Web




@ deepstrike.io/blog/dark-web-data-pricing-202- ® & ke

@ DeepStrike ervices esources ompan: icin Login

The 2025 Dark Web Price Index

How much stolen data is worth to cybercriminals

-m'E].-'ﬂ'

Fullz Credit Crypto Medical Malware
card account record

$1 $10 S20 $150 $250 $70

=] i

Corporate Malcore

$2500 $2500

Last price check: Aug 2025
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Cyber Security in a Cooperative ~ /@ icha Cop

* Firewall Devices
» Antivirus, Web Filtering, Intrusion Prevention, Virtual Private Network (VPN), etc.

* End Point Protection (like Antivirus for PC/Laptop/Servers)

* Network Vulnerability Assessment & Penetration Testing (VAPT)

* Application VAPT

* Information System (IS) Audit

* Regular Testing Backups by Restoring

* Security Information & Event Management (SIEM)

* Network Operation Center (NOC) & Security Operations Center (SOC)

* Business Continuity Planning (BCP)
* Data Center (DC) & Disaster Recovery (DR) Site
* Redundancy (Links & Devices) & DR Drill

» Awareness & Trainings to Staff, and as well as to Members.
* Regulatory Compliance
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HERTIhT HUTHIEEHRT ATRT TTgaR JRear FEforeT

gghiieh] foriia FRIER T geergeen! Afhrd faawr (KYM) drs gaed e
GRTIId |TSe SR T TefSied JMee SoferT il ¥sl hHaRIgE It T+
e T3 GLETThT HIISUSER I TehR o7

{. @TAT T AT LT (Account & Authentication Security)

R. Tefstea &t T wmTSIe: ¥ositel =raT (Scams & Social Media Awareness)
3. UL T Hedeh & (Device & Network Security)

¥, TOraT T EemTa =l (Privacy & Institutional Practices)

4. FT ST T @=9aT (Incident Response & Awareness)
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2. TTAT T THTU(TSRIOT TR&T (Account & Authentication Security)

* gierat yteae (Strong Password or Passphrase):

o SATHT Tl Torfi™r T IR GIATEEAT hel qrdae (e, 3ieh, T omy fomaes Wia) y=m
T T GUI-THIAT 3 SIHT GHEd T |

* gg-=rureht gaUiteRtor (Two Factor Authentication - 2FA):
* GEHIh! R sifche T, SHS o 31T Frl U HolGHS HIEAAL TS el AT &IHT
qreehig T AR (OTP) worreft g=me 7 |
* @it (One Time Password) sam:
* Sifehe ISR AT Ft T FogRieT Wil JFNT el HIsTSeT o1 SHTHT ITH g STt 8w,
i SIEHTHT HIC M |
* FFIR o1 Az e o (Device Locking):
* HTHFT HFYE a1 HIFTEA Bt HTH! e o1 FHriharae ATl Siar e ®9wT [k &k
(Windows + L) = st st |
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2. TTAT T THTU(TERIUT TRAT (Account & Authentication Security)

* o st ureaE @irera e (No Password Saving in Browsers):

* FEHRRII foaxilT YUTEll 9T T TRIEMHS Gaes oied Tat a9 sesk (S&d: Chrome,
Edge) w1 =riord ®uar 3134 'Save Password' fashedas w# steelisr (Never) Tl

* JeI-Tthet T shifge e foreor srgeer (Disable Browser Auto-fill):

* I FSSHAT TGS A 8IS, GeIgE! soh WAl T, shige/Sfee #1e faawur T Sxema
HRHEE aTierd &A1 9 'Auto-fill' fasheues o stfqar w9 s (Disable) = |

* Heet-wTee A frechy argure wuadt (MFA Fatigue/Push Prompt Scams):

® HTHT HISTSTHT HTHeT TS TR AT G e I Jurtedt orrgent 'Allow' &
'Approve' T g=MeE (Push Notifications) @ & &R (Deny) ™ T
TR Seielts SRR TS |
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2. Teftee ot T "THTiSTR AssiTer |<d-T

(Scams & Social Media Awareness)

o graTTeR gsate ot ot (Social Media Fraud Prevention):

* G, HU-SR I BICHUTHT oI Sfth a1 HeshHicl STTohTsh SHET JE@rse
TehH HITHT YT 9313 3Afe S-S &IHT B ohel TR Heell Afeh T |

* gawreag forges T 3ue (Suspicious Links & Emails):

* AT wmmmﬁ%maﬁm%grqiﬁﬁ 3TN SURR TSTdeh! 9T WTAT 5
@Eﬁﬁﬂﬁreﬂnﬁmﬂf g T foTgehesHT foreter A7 |

* @I et ATk g4 o7t (Vishing/Phone Fraud):
® Sieh, UL Sfch ST Sl SATIEIHTIh HEAThT HHTART Wea I T QT foferor, U 1
qTEaE AR-EEATs 3l Ui SRR A1 |
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(Scams & Social Media Awareness)

* yrae a1 free &t (Parcel or Gift Fraud):

e fdwTaTe HEM U a1 IUER USTEIAUSR! T Al forent ARt W R Yee ot Sfavd =t
W&y A wH 7T e g=9d & |

o fom =g & (SIM Swap Fraud):

* ATHI I3 Aeaeh a1 e ST=IMeh ATl GHIEFT TUTAT I7 S8 WUAT qoed
SITRH QAT TaTareh T siehHT ¥ eh T |

o Tl ot T etreRsss TR (Fake Advertisements & Lucrative Jobs):

* HESh o1 A FoSIIHT SRg "ECH STEfteEl SHATS' SATehNeh JAAATST USHINIhT AT
&A1 ThHA AT T o7 3t Yoo foo oRTS JeAvH=HT A% |




2. Teftee ot T amiicres w=ssATet T=aAT
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(Scams & Social Media Awareness)

* JeFheil dfehe T faviiar Tug® (Malicious Financial/ Cooperative Apps):
* FEhHRIH! TV TATSH I TEITEATs Tefeied waT o wf &R’ (Play Store) ar

T ®R (App Store) sreeert id demmse T fifgware tiieh (.apk) wEacE

TRAATE T 32 T |

* A Fclﬁh_e!‘ T TFeheAT Toret/sfster (Email Spoofing & Invoice Fraud):

* GEATRT YT HATIE T H-Elg&eh! SHA T3Sl STEd IR Tohall SHAHTE T3 ot

QAT T st O ST bt AT TRTHT foeTeets BT HIthd T SHTUMRT

T THH TRTHT T |




3. SUHIUT T ek TR (Device & Network Security)

o FRILTT ATTHIZR! TART (Browsing Safe Wi-Fi):
* gegarrieh! fofiT FRIER TTel, Jemrg®eh! SIeT JATsel aT Hagqsiied i &l lasii-en,
ool a1 FGUETd h-aTshTg Hedeh higed T FH | O httos/ lcoon/
PS//WWW.NCDI.COOP
* FRid daATge utgam (Secure Browsing - HTTPS):
* % Ui ASTHTSSHT HEANTT o7 AThI foaiores ey 3t forgerent ge https:// T
giferd @k (Padlock) =it foms © a1 &9 SAfamd afer 7 |
o JTURferd UagTsy o are grefeth (USB/External Devices):
* FEMT YU, SUSRAT UTSUHT I SUNId HAhepl UG qUT T TISISEhe®
HEYThT HFYLTAT 48 SIS TN 7 |
o e T uiveurstd 2ruzge (Updating System & Antivirus):
* FERMAT JANT B Hel HFL, TIULT T AHTHT THAIEE HHI-HHIAT IS TH T
ATIIRTNGR Td ATSEEYTH UfeeHTstd 0TS 940 T | 5 & © 1)@ iEha Coop




3. SUHIUT T ek GRAT (Device & Network Security)

o fiie etheu tad Ha=1uT (Remote Access Software Control):

* Yifafees WHTRT AR SRR W @RI UHewk  (AnyDesk), femgsw
(TeamViewer) a1 weesh (RustDesk) S file Ted qUaaEg® Hrel
SATHUTISHT GeAT T T |

* gete I fore SueRtur Teer (IoT Device Isolation):

s gEhm WM g dEdt wmma (CCTV), =i #few  (Biometric
Attendance) T @1é fexfiewars qe forfia a9t T HFET T HUThH! AeaTr=<]
®g deah (VLAN) @1 T |

* QT FATAIA saareATaT (Mobile App Permissions):

* TEANTT HHBSIRT AT FATT §H AISTSASHAT Fd I T T SRAAIS &1 AR
s Iuides  (Sed: SMS, Contacts, Camera) @aHqe® T A
SAEATI T qAT UltAch YT AlS ﬁ'ﬂ'&lﬁ eﬂqéa Tﬁ | @ @ D (@) icha) CO:)p




Mobile App Permissions

* wier  (PlayStore) a1 wiwRr
(AppStore) s SUWEl  STEH
TIEE TRAGIE T T TS S
(Jail break/Root) = |

‘emﬂﬁ TN :nﬁ O AT SR
kl“Q’iObH"IS{‘-\Q'llSé HI®I|$Q’|®II¢ HAZEIA

(Uninstall) 7 |

* YA TfteToheres  fsueh  STHldEE
(Permissions) = frafia si= w3 |

* Fl U UTohEA ARl AT i
W@mﬁmmﬂﬁ%ﬁﬁl

e . w3 W= Shopping wde

TSI, heedTee dT SITHURT STAAIA
qTRIT 9 IS TH |

QN il al 100%M

< App permissions Q @

2

Foodmandu

ALLOWED

!chatio_rj *
DENIED
Camera
Contacts
Microphone
Storage

Telephone

7@ ) Dicka 0

< App permissions Q

ALLOWED

No permissions allowed

DENIED

Calendar
Camera
Contacts
Location
Microphone
Storage

Telephone
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¥, T EAT T TEATTA STTRR0T (Privacy & Institutional Practices)

» frafaa ster sawReta (Regular Data Backup):

* GEATR! HEeaqUl foreie foratur, Heeag®eh! {ohe T dfeh STeTehl (HATHT ®UHT YUETd FIse
WUSRUT I TR BIS TSEhAT FUaTd sATehsTd ford |

e graae wumHTet e gt (Clean Desk Practice):
* ATHT T ITEES, U 9T HoeRite ThISE (erure® hiTSHT TiEt shrReleh! Hi-e, <oa a1
FHA I T TAT ST ZTET e |

o aaw ugaent faw (Principle of Least Privilege):
* G S FHANICTS ST el qur 7 Sifd giaames AT e 1, il 99T T
TUITATHT 38eTs catd AT ag= (Access Role) wam ™ |




¥, T EAT T TEATTA STTRR0T (Privacy & Institutional Practices)

o MuTaareRt @it (Protection of Privacy):
* GEATRT ST T forawor, aueasien I 3T1Eet, Hewrsssh! Afwd el (KYM), T
Hageiier TRaR a1 Pfedie® SHIfRd Sah a7 dal JaTET X 7 |

* &g wiER wied 9w (Shredding/Data Disposal Policy):

* YIEITEh! AN, FrTHE THR o @Al Tofe0T hINUehT Tee folisht Srsie® (68 wigien!
IRLHT THTCAT e w1 Zohl-goht T (Shredder #fé s M) A6t 98 T |

» et saaeemad (Offboarding Access):

* % U HHARI HEATSTE SR [ATHT ST SR BISHT [HTeh! TE=HT Teeh el JUTTeATeRT IS
HTEEL, SHA T ITHSE® qod HiSsh o scfeh TH |
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4. TeAT sgaeATaq T aeaqT (Incident Response & Awareness)

* g&=a 390t ¥ faifés (Reporting Mechanisms):

* JfQ FEATHT Hl Thh! HIFSR IATHAVT, SIS Tdfa e, foreia ST o1 STehra-e =eh
WUHT o SAEATIH, FFIT-ad sfsh T UTer Taiieht A13er 59U (Cyber Bureau)

w1 fetfiad Il o |

* gt T Sewd (Awareness & Discussion):

* G Wicfershl ST, AT fSfoieet Tierter T SSTRAT ST qieht a7 Hge) TWaigeeh
ST GEehIshl FHARIEE s GHI-GradT i Sawa T difciHeh! RIS T |




Humans fall to be the Weakest Link in
Cyber Security Chain

g?g:li&l

NTAH Tl

TIT3[a 4!

9 R

Source: https://obtsynergy.com/why-vou-are-your-biggest-online-security-threat/
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[IFaR Y&T gTAT Ifgell WA AT

» FARAT A I1 ARSI [elgFha®
get T HEUTH IMNTATAT HeheAT Tef

* Please, Be Careful !




